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Cyber Concerns
Cyber risks occur in a situation where an organization faces a threat of exposure, alteration, destruction, stealing or gaining unauthorized access by outsiders to its systems. This activity poses a risk of losing important data or exposing sensitive information that can be used by the attackers for other purposes such as blackmail and asking for ransom. This situation has increased the cybercrime awareness towards ensuring that organizations are alert of any possible cyber threat. The Emergency Services Sector (ESS) involves trained and highly skilled personnel equipped with cyber resources aimed at providing preparedness, prevention, recovery, and response services, which promote safe operations for organizations (Fagel, 2016). Cyber concern is an important issue for the ESS sector because it deals with a variety of cyber security risks. Therefore, cyber concern enables ESS experts to be updated on the developments in cybercrime, thus giving better advice to the clients on the best ways to mitigate and response to potential attacks.
In recent years, cybercriminals have changed ways in which they launch their attacks. For instance, there has been an increase in the use of worms, which spread faster, launching unnoticed attacks within a short period of time.  The criminals are also devising ways of using worms without much noise and this enable them to spread their malware easily. This change of tactic increases the role of cyber concerns. ESS sector should be well equipped by updating its personnel to manage the new trends in cyber threats. Equipping the sector and creating awareness minimizes the possibility of being caught unaware of new cyber risks. Cyber concern helps cybercrime experts to be updated and develop new techniques to respond to the new methods of launching attacks. 
Responding to cyber risks is a challenging activity that requires highly skilled and experienced experts. Different risks need different response strategies to counter the threat. Therefore, it is a challenge for first responders to deal with a cyber-risk. In some situations, first responders may not know the best strategies to use in the response and may end up using methods that could intensify the threat. They might not know the improved techniques used by attackers; thus, their response could cause a higher risk to the systems. For example, the Equifax data breach is an event that responders handled poorly leading to a loss in client credit. The management was aware of the attack in time, but instead of securing the customers' information, they proceeded to negotiate with the attackers, which bought them time to complete the attack (Gressin, 2017). Another example is the Uber hack where information of approximately 50 million customers and drivers was compromised. The responders did not understand the attack; therefore, they asked for ransomware infection proof from the attackers instead of securing customer information (Wong, 2017). Responses should be managed by experienced experts to avoid handling the wrong risk, allowing the criminals to complete their attacks. 
Cyber first responders have a critical responsibility that involves protecting the infrastructure from potential attacks and responding to the threats on systems. Their job is vital because a cyber-attack directed to a country’s critical infrastructure may have serious consequences such as affecting the public’s safety (Yoon et al., 2015). However, the first responders’ evaluation criteria relies on exam-based certifications, which is inadequate to prepare the experts on how to respond and prevent cyber-attacks. This field needs continuous training and evaluation on created scenarios to test the responders’ preparedness and ability to act in time. The evaluations also help professionals to sharpen their skill and move with the advancements continuously made by the cybercriminals. There are many cyber risks, thus, without continuous training and updated knowledge, responders can easily mistake a risk for another or be left behind by new tricks that attackers develop. 
Although organizations use huge budgets to train and hire cyber security experts, it is still difficult to evaluate the readiness of these experts to respond to threats and attacks. Organizations need to organize training exercises for their first responders divided into different teams including an evaluation team to measure the cyber professionals’ effectiveness in identifying, responding and handling attacks (Yoon et al., 2015). The ESS sector should be involved in the training and evaluations and assist in creating an adequate environment for training by trying to match a real situation. Enough resources should be available to facilitate the training evaluation. This will promote the improvement of cyber skills and development of the responders’ ability to handle attacks in time. Governments should take the initiative to provide budgets for this exercise and help in the training evaluations to strengthen systems protection against cybercriminals. 
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